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Why care about sparse adversarial corruption?

In many systems, measurements can be corrupted by a small number of
malicious or faulty sensors.

Examples.
» Network monitoring: a few compromised routers falsify traffic data.
» Power grids: attacked smart meters inject false readings.
» Distributed sensing: some sensors are hijacked.
>

Medical imaging: sparse artifacts or adversarial perturbations.
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Theoretical Model

Common structure.

y=Azx" +e, lello < ¢
Known Unknown
Measurement matrix A Signal x*

Observation y

Sparse corruption e

(llello < q)

Classical question: Can we recover x* exactly and how?

But is it the right question?
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Why classical recovery may fail

Even if only ¢ measurements are corrupted:
» The adversary chooses the worst possible entries.
» Corruptions can mimic another valid signal.
There may exist two distinct signals @1 # x5 such that

Az + e = Axo+ ez, |ei]o,llezllo <g.

Consequence: Exact recovery of * is fundamentally impossible for
most A.

So the right question is not: “Can we recover everything?” but rather:

“What is guaranteed to survive?”
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Why classical recovery may fail

Even if only ¢ measurements are corrupted:
» The adversary chooses the worst possible entries.

» Corruptions can mimic another valid signal.

There may exist two distinct signals @1 # x5 such that

Az + e = Axs + e, ||61||07||62H0 <gq.
Consequence: Exact recovery of * is fundamentally impossible for
most A.
So the right question is not: “Can we recover everything?" but rather:

Which components or linear combinations of x*
are invariant to any ¢ corruptions?
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From exact recovery to robust information

Main result: The recoverable information forms a linear

subspace:
R = ﬂ rowspan(Ar),
|T|=m—2q

where A1 denotes a row-deleted submatrix.

> R is the subspace common to the rowspans of every 2¢q row
deleted submatrices.

» There can be nothing more that can be robustly recovered.
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The robust projector

Define U = Proj(R) as the orthogonal projector onto the robust
subspace.

Main result: For any two feasible signals x1, x5 such that
Az +e = Axy +es,  |eilo,|lezllo < g,

we necessarily have Uxy = Uxs.

Interpretation.
» Ux* is the maximally recoverable information.

» ker(U) represents the fundamentally ambiguous directions.
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A simple example: what is robustly recoverable?

Il
O R = O
O R Rk O
—_— O = = O
— O = = O

1
0
1
1
0
R

Let ¢ = 1. Then, what about z* € R?

fromy=Ax*+e?

Answer.
1 1<

1=

can be robustly recovered

—_
.
I

N

How do we formalize this for any A?
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A simple example: what is robustly recoverable?

Il
O = = O
O~ = O

1
0
1
1
0

— O = = O
— O = = O

rowspan(A) = span(u,v), uw=[111 00]T , v=[0001 I]T

Notice that deleting any 2¢ = 2 rows from A preserves this as the
rowspan, and

T % 13

5
TP =34 Z :
—_— = — xZT.: =
[ul> 37" ||v||2 -

=1
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Why 247

Definition (Ambiguity sets)

For A € R™*" and integer ¢ < m/2, define the ambiguity set
S :={veR": [|Av|o < 2q}.

Example

10 0 10 0 1

10 1 0 10 1 0 1

o [ 5| = o [+ fo] = |

0 1 -1 0 1 0 1

01 0 01 1 2

—~

Axiteq Axotes Yy

so, ;1 and x9 are indistinguishable to the observer, and
w1 — x3 €SP, since [er — eallo < 2q.
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What does it mean to be robust?

Robust Functions: For A € R™*" and integer ¢ < m/2, a
function ¢4 : R™ — Z (arbitrary codomain) is said to be
(A, q)-robust if for every x1,x2 € R™, and g-sparse e1, es € R™,

Ax|+e = Axy + ey — %(xl) = g(acg)

Robust Solution Sets: Let A € R"™*" and ¢ < m/2 be an
integer. Then, for any (A, g)-robust function ¢ and any * € R",
the &-robust solution set containing x* is

X, x*) ={xeR":9(x) =9 (x")}.

Clearly, X(¢,x*) = 914 (x*)), the preimage of ¢ (x*) under ¥.
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Main Result

Theorem: Consider a matrix A € R™*™ and an integer ¢ < m/2. If we
define
R = ﬂ rowspan(Ar)

TC[m],
|T|=m—2q

and U being the orthogonal projector onto R. Then,
1. the x - Ux map is (A, g)-robust.
2. For any (A, g)-robust ¢ : R" — Z and z* € R",

{x eR": Y (x) =Y (x*)} D x + ker(U),

with equality for 4(x) = Ux.

In words: the inclusion-wise minimal solution set that is robust to ¢
adversarial corruptions is * + ker(U).
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LO decoder is nearly all you need

Theorem: Let y = Ax* + e with |le||o < ¢, and let U be the
matrix as defined in the previous theorem. Then every
& € argmingepn ||y — Ax||o satisfiess Uz = Ux*.

How to recover all recoverable information about x*, for a given
A,qandy?

1. compute & using the {y-decoder,
2. compute U
3. return & + ker(U).

Remark: There is an an algorithm to compute U for which the
complexity is dominated by (;’;) making the algorithm exponential
in m. Moreover we have proved that finding U is NP-Hard.
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Stylized Application 1: Robust Network Tomography

Setup. Link metrics x1,...,210 are measured through path sums. Up to
q path measurements are adversarially corrupted. We build the 0-1
path-link matrix A and compute the robust projector U.

What we extract.

» im(U): robust subspace
of link quantities

P> basis vectors: robust
linear combinations

» diag(U): per-link
robustness score

(a) Network and observed measurement paths
Question. Which links (or combinations of links) are provably invariant
to any ¢ corrupted paths?
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Stylized Application 1: Robust projector
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Geometric meaning. im(U) is the maximal subspace of link
quantities that is invariant to any single corrupted path
measurement.
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Stylized Application 1: Robust projector
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Figure: Basis vectors of im(U)

Geometric meaning. im(U) is the maximal subspace of link
quantities that is invariant to any single corrupted path
measurement.
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Stylized Application 1: Interpretation

What does the robust subspace tell us?

» rank(U) = 3: only a 3-dimensional subspace is robust.
» Individually robust links: z3 and x5.

» Robust linear combination: only x4 + x¢ + 27 is robust (not the
links separately).

Interpretation. The projector U keeps exactly the link information that
cannot be altered by any single corrupted path measurement.
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Stylized Application 1: Robustness scores

Definition (Robustness score). For each link j, define score(j) :=
» U;; =1 = link j is individually robust.
» U;; =0 = link j is not robust.

> 0<U;; <1 = link j participates in a robust linear combination.
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Robustness: 0=not robust, 1=robust

Figure: Visualization of diag(U) as per-link robustness scores
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Stylized Application 2: Oversampled DCT (Simulation 1)

Setup. Build A € R'0%512 by sampling (with replacement) rows from a
512 x 512 DCT matrix. Corruption e is g-sparse with ¢ = 1.

Orthonormal-row shortcut (counting rule). Distinct DCT rows are

orthonormal, so robust directions correspond to DCT atoms that appear
many times in A.

count(atom) > 2g.
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Figure: (a) Multiplicity of each sampled DCT atom, count > 2.
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Oversampled DCT (Simulation 2)

Setup. Build A € R3600%512 by sampling DCT rows (with replacement).
Vary ¢ € {1,...,8} and count atoms satisfying

count(atom) > 2q.
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(b) Robust atoms shrink as ¢ increases (multiplicity threshold 2¢q)
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Oversampled DCT (Simulation 2) — observation & message

Observed phenomenon.

» As q increases, the number of robust DCT atoms drops sharply.

» At g = 8, only one atom remains robust.

> A slightly stronger adversary collapses the robust subspace to {0}.
Interpretation. Uniform sampling creates many low-multiplicity atoms;

a sparse adversary can “erase” them by corrupting only a tiny fraction of
measurements.

Takeaway. Even with large m (here 3600), certifiable robustness can be
extremely fragile if the measurement design does not enforce redundancy.
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Extensions: Nonlinear and Noisy Settings
1. Nonlinear measurements
y=f(z") +e

» What replaces row-space intersection?
» Robust invariant manifold instead of subspace?

» Local robustness via Jacobian analysis?
2. Sparse corruption 4+ dense noise
y=Ax*+e+n

» Robust subspace becomes approximate.

» Quantify degradation with noise level.
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Extensions: ¢;-Based Robust Recovery

Instead of worst-case invariance, solve:

min | Az — y|1
x

Key questions
» When does ¢, recovery implicitly extract Ux*?
> Relation to nullspace / restricted nullspace conditions?
» Exact recovery vs partial (projected) recovery?

Goal

Bridge geometric robustness (projector U) with convex optimization
guarantees.
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