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Abstract—We evolve a methodology and define a metric to eval-
uate Tactile Cyber-Physical Systems (TCPS). Towards this goal,
we use the step response analysis, a well-known control-theoretic
method. The adoption includes replacing the human operator (or
master) with a controller with known characteristics and analyz-
ing its response to slave side step disturbances. The resulting step
response curves demonstrate that the Quality of Control (QoC)
metric is sensitive to control loop instabilities and serves as a
good indicator of potential factors that contribute to operator-
side cybersickness. Through experiments, we demonstrate how
QoC accounts for network overheads such as the link latency
and jitter and non-networking overheads such as the testbed set-
tings and robot performances in a TCPS. We show that there
is a one-to-one correlation between QoC and end-to-end latency,
jitter, and packet drops of a TCPS implementation. We show
through experiments how QoC can be used to estimate posi-
tional errors in tactile-visual control applications. Since higher
positional errors can result in poor task performance, estimating
them is useful in developing a better-performing TCPS. We also
evaluate a TCPS using Fitts’ test and compare its results with
QoC. We show that QoC is useful in distinguishing TCPS with
differences in their specifications that are not detectable using
Fitts’ test.

Index Terms—Quality of control, tactile Internet, tactile cyber-
physical systems.

I. INTRODUCTION

TELEOPERATION system consists of a human operator

maneuvering a remote slave robot known as teleopera-
tor over a network. The network transports the operator-side
kinematic command signals to the teleoperator and provides
the operator with audio, video, and/or haptic feedback from
the remote-side. In existing teleoperation systems such as in
telesurgery, due to significant end-end latency and reliability
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issues in both networking and non-networking components,
the operator, i.e., the surgeon is forced to restrict his/her hand
speed when he/she performs remote surgical procedures such
as knot-typing, needle-passing, and/or suturing. This restriction
in hand speed is required to avoid control loop instability and
minimize operator side cybersickness [2], [3], [4]. Control loop
instability occurs when the dynamics of the operator’s hand
actions exceed the response time of the teleoperation system.
Instability in control loops can cause slave robots to go out of
synchronization with the operator’s hand movements, leading
to disastrous consequences in critical applications. A possible
cause of cybersickness is the presence of significantly noticeable
delay in the operator receiving feedback in response to his/her
actions. Cybersickness can result in general discomforts such
as eye strain, headache, nausea, and fatigue and deter human
operators from prolonged use of the teleoperation system [5].

More recently, researchers have envisioned combining tac-
tile Internet, a network architecture characterized by sub-
millisecond latency and very high packet reliability (99.999%),
with advanced motion tracking hardware and high-speed
robotics. This could help realizing teleoperation systems that
do not impose restrictions on human hand speed [2], [3], [6].
We refer to these prospective teleoperation systems as Tactile
Cyber-Physical Systems (TCPS) [7], [8], [9]. TCPS are envi-
sioned to have applications in several domains where human
skillset delivery is paramount, as in automotive, education,
healthcare and VR/AR sectors. Realizing tactile Internet where
end-to-end latency and reliability are within the prescribed
limits is an important part. We think, however, that signifi-
cant research concerning the design and evaluation is also an
equally important part for building non-networking compo-
nents such as hardware and its response, speed of algorithms
and protocols that accompany a TCPS application.

In this paper, we formalize and investigate the evaluation
part of TCPS research. In particular, we design an evaluation
method catering to TCPS needs with the following objectives.

e Cybersickness and control loop quality are the two main

concerns in TCPS. To ensure that they do not affect
TCPS implementations, we must capture these effects
during the early stages of TCPS prototyping. Further,
to minimize the TCPS prototyping efforts, the evalua-
tion method should also have the capability to assess
the performance of individual TCPS components such as
network connection, robot, or embedded boards.

¢ The experiments constituting TCPS evaluation should be

reproducible and do not dependent on the judgments of
human operators.
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o The experimental results should be captured by a single
metric that has a physical significance. This is necessary
to judge the effect of different uncorrelated variables on
the planned TCPS application.

An evaluation method for TCPS needs catering to the

above objectives is still non-existent, and therefore, there is
an immediate need to develop one [10], [11].

A. Related Work

In the literature, we find many works that deal with the
evaluation of TCPS (or TCPS like) systems. Depending on
the method used for evaluation, we can classify these works
into two broad categories.

1) Quality of Experience (QoE) Evaluation [12], [13], [14],
[15], [16], [17], [18]: QOE evaluation studies a system by
employing human subjects and evaluating how they experi-
ence the system while performing a task. It comes in different
flavors — subjective, physiological and performance evalua-
tions. In subjective evaluations, several human operators are
invited to use the system for a specific duration of time. These
operators provide feedback regarding their experience of using
the system. Next, engineers convert this feedbacks to numer-
ical scores, which are combined to determine a metric that
is used as a yardstick to measure the quality of the system.
A higher metric value indicates a better performing system.
In physiological evaluation, the score is not decided based
on the operator’s answers. Instead, scores are decided based
on the measures of the psychological parameters of the oper-
ators, such as the stress, muscle strain, or heartbeats, while
they perform the task. In performance evaluation (e.g., Fitts’
test), the system’s performance is evaluated not by directly
evaluating operators but by using scores that are commensu-
rate of the performance of the application (e.g., the number
of tasks completed in a given time or the accuracy of the task
completion). All of the above discussed QoE based evaluation
methods employ human operators performing a specific task,
owing to which their results are highly subjective, consume
a significant amount of time, application-specific, and many
times lack repeatability.

2) Quality of Service (QoS) Evaluation [19], [20], [21]:
In QoS evaluation, engineers use QoS metrics such as latency,
jitter and packet drops to evaluate systems. In the context of
TCPS, however, these metrics have many limitations. First,
these metrics do not yield unique values for similar perform-
ing systems. There could be multiple combinations of the
QoS metrics that would yield similar performing systems(e.g.,
specific high latency, low jitter system may perform similar
to a different low latency, high jitter system). It is thus not
easy to determine what combinations of these metrics values
we need to consider to judge or compare the performance
of different systems. Second, these metrics have limitations
in determining a system’s suitability for a specific applica-
tion because these metrics do not account for application-
specific inputs. For instance, even if QoS metric values are
known, it is not particularly easy to determine if a TCPS
implementation would reduce cybersickness in a specific
application.
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Fig. 1. Block representation of a generic control system.

Since human operators play an indispensable role in TCPS,
QoE evaluation methods can provide critical insights into
designing TCPS for better operability and user experience.
However, in many cases, evaluations involving human oper-
ators (e.g., Fitts’ test) may not identify TCPS performance
issues that lie outside the sensory perception limits of human
operators. For example, when operating a TCPS, human oper-
ators can miss detection of minor control-loop instabilities.
Although such minor instabilities may be acceptable to some
applications, this may not be the case with critical applications
like telesurgery, where even minor levels of instabilities can
cause injuries to patients. An evaluation method that eliminates
the human operator is thus necessary. Though QoS assess-
ment methods do not require human operators, they have many
issues limiting their use in conducting an objective evalua-
tion of TCPS, as discussed above. In our work, we design
an evaluation framework that eliminates human operators’ by
replacing them with a controller. Further, to remove the depen-
dency of evaluation on application-specific actions, we use the
controller to perform a standard TCPS task, which is to correct
step disturbances.

B. QoC in Literature: Definitions and Differences

We find that QoC is a term often used in real-time control
literature. It refers to objective metrics used for measuring the
performance of control systems. Several definitions of QoCs
are found in literature [22], [23], [24], [25], [26], [27], [28].
Broadly, we classify these definitions into two groups depend-
ing on the performance measures authors use to determine
QoC.

Definition-1: To determine QoC, authors measure the inte-
gral of error, e, after simulating a step disturbance in the
control loop shown in Figure 1. Authors may use different
approaches to measure integral of error like integral of abso-
lute error (IAE), integral of square error or integral of weighted
absolute error. For example, authors in [22], [23] measure IAE
to determine QoC as follows.

IAE = /OO le(t)|dt (la)
0
1

Definition-2: To determine QoC, authors measure the
quadratic cost, J, instead of integral of error [24], [25], [26],
[27], [28]. Equation(2) represent the generic form of J. u is
the input to the plant, s is the plant state variable, and R and Q
are weighing inputs. QoC evaluation using J has the advantage
that it accounts for both the error and the energy consumed
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by the controller.

J-1 /Oo Ru(t)? + Qs(t)2dt. o)
0

2

We list below the essential difference between our definition

of QoC and QoC definitions in the literature.

e Although QoCs in the literature and QoC in our work
both measure control performance, their objectives are
different. In literature, authors use QoC to assess the qual-
ity of the controller for a given plant and a given load.
However, we use QoC with the intent of assessing the
quality of the plant, i.e., the TCPS.

o In the literature, authors, determine QoC by time-domain
integration of signals (e.g., IAE, J). QoC’s in the lit-
erature thus cannot comprehend the real dynamics of
a control system [22]. For instance, it is possible that
two different control systems, one that generates a spiky
transient response with a low steady-state error and the
other that generates a non-spiky transient response with
a high steady-state error, can both yield the same JAE.
In generic control systems, this might be acceptable
but not for TCPS applications, where the presence of
spikes can hamper the remote operation. For this rea-
son, we use the rise time of the tuned step response
curves as the performance measure to determine QoC.
The method of tuning of step response curves ensures the
rise time to account for both the transient and steady-state
components of the error.

e The performance measures the authors use to determine
QoCs in the literature devoids the resultant metric from
having a physical significance, e.g., for a TCPS, they
cannot comment on the recommended maximum oper-
ator hand speed. We determine QoC by measuring the
rise time of the tuned good step response curves which
enable us to derive the recommended maximum operator
hand speed from QoC.

C. Our Contributions

Our contribution in this work is a method to perform an
objective evaluation of TCPS and a metric (QoC) to quantify
TCPS performance. We reason that a higher QoC indicates a
better performing TCPS that is more tolerant to the effects of
cybersickness and control-loop instabilities. We validate our
claim through several experiments, including evaluation of a
TCPS using Fitts’ test. Below, we list our key contributions.

o Evaluation Methodology: We present an evaluation

method for TCPS based on the step response method,
a classic control-theoretic method for analyzing the qual-
ity of closed-loop systems. We leverage this method for
TCPS by replacing the human operator with a controller
with known characteristics and analyzing its response to
slave side step changes. The conference version of this
work [1] presented an evaluation method for account-
ing cybersickness in TCPS. In comparison, the evaluation
methodology presented in this work accounts for both
cybersickness and control loop instability issues in TCPS
(see Section II and III.)
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o Quality of Control: In the quest for an index to grade
TCPS, we propose the metric Quality of Control(QoC).
QoC is intended for non-real-time assessment of TCPS
applications and is designed to capture the effect of dif-
ferent networking (e.g., link latency, jitter and packet
drops) and non-networking (e.g., the latency associated
with sensing, actuation, and algorithms) parameters on
the TCPS application. Further, the relation we deduce
between QoC and the maximum allowed hand speed
of a human operator helps estimate positional errors
in tactile-visual control applications. In comparison to
the conference version of this work [1], the present
work conducts several experimental evaluations of QoC.
Specifically, we conduct QoC experiments for different
end-to-end latency, jitter, and packet drops of a TCPS
implementation. The present work also demonstrates the
use of QoC in estimating the extent of positional errors
in tactile-visual control applications (see Section VII-D,
Section VII-C, and Section VII-E). Further, the present
work also conducts evaluation of a TCPS using Fitts’ test
to validate QoC (see Section VIII).

D. Outline

We organize this paper as follows: In Section II, we pro-
pose an evaluation model for TCPS. From the different control
loops in TCPS, we identify the critical control loops to avoid
cybersickness and control loop instability. We propose that
the quality of these critical control loops is an indicator of
TCPS quality. Section III describes evaluation methodologies
to assess the quality of the critical control loops. In Section IV,
we propose the QoC metric and explain how to determine
QoC from step response experiments. Section V describes
the relation between QoC and the maximum allowed operator
hand speed (to avoid cybersickness). In section VI, we intro-
duce QoC performance curves and their use. In Section VII,
we describe the evaluation of QoC. In Section VIII, we
describe the evaluation of a TCPS that involves tactile-visual
control using Fitts’ test and compare the results with QoC.
In Section IX, we discuss the potential limitations of QoC
as an indicator of cybersickness. We conclude the paper in
Section X.

II. EVALUATION MODEL

A typical TCPS can have multiple control loops, as shown
in Figure 2. The control loops differ in their feedback modality.
For instance, in the control loop kinematic-video, the feedback
is video. Similarly, for the control loops kinematic-audio and
kinematic-haptic, the feedbacks are audio and haptic respec-
tively. In all these cases, the feedback is in response to the
same kinematic commands from the human operator. Here,
the presence of a human operator warrants that these control
loops adhere to the stringent QoS specifications, in particular
concerning their Round Trip Times (RTT). This is to minimize
the operator-side cybersickness and control-loop instabilities.

This section first discusses the RTT requirements for dif-
ferent TCPS control loops. Next, the control loops that have
the most stringent RTT requirement is determined. We call
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Fig. 2. Functional blocks and the three control loops in a typical TCPS.

The control loops kinematic-audio loop (kal), kinematic-video loop (kvl) and
kinematic-haptic loop (khl) are marked as 1, 2 and 3, respectively in the figure.

these the critical control loops and propose that the qual-
ity of these loop be used to benchmark the TCPS. We use
Section II-A and Section II-B to separately study the two
main issues in TCPS, cybersickness and control-loop insta-
bility. Cybersickness results when the round-trip time of the
kinematic-video loop is high in TCPS designed for tactile-
visual control applications. Control-loop instability results
when the kinematic-haptic loop has a high round-trip time
and the haptic feedback is delay-sensitive.

For this study, we make the following assumptions:

e In Section II-A, we consider TCPS where the haptic
feedback is of type cutaneous' and does not require
stringent RTT requirements (e.g., vibratory feedback).
The assumption helps focus our attention on TCPS
applications where the kinematic-video loop is critical.

e In Section II-B, we consider TCPS where the haptic
feedback is of type kinesthetic and delay-sensitive (e.g.,
force-feedback). The assumption helps focus our atten-
tion on TCPS applications where the kinematic-haptic
loop is critical.

A. Cybersickness

Cybersickness to humans occurs as a result of conflict
between different sensory systems. The conflict arises when
different sensory systems perceive the occurrence of the same
event at noticeably distinct times. In TCPS, cybersickness
may result from the asynchronous arrival of different feed-
back modalities at the operator side in response to the same
kinematic commands.

We derive the maximum permissible feedback latencies
(or maximum allowed RTTs) for different feedback modal-
ities to avoid cybersickness. These latencies determine the
RTT specification of the corresponding TCPS control loops.
Note that in a TCPS, delays incurred by both networking and

]Haptic feedback is of two types, kinesthetic and cutaneous (or tactile).
Kinesthetic feedback provides information about the stiffness of materi-
als, while tactile feedback provides information concerning the texture and
friction of material surfaces. We sense kinesthetic feedback through our mus-
cles, joints and tendons while we sense the cutaneous feedback through the
mechanoreceptors of our skin [29].
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TABLE I
MAXIMUM PERMISSIBLE SYNCHRONIZATION ERRORS OF DIFFERENT
MEDIA STREAMS RELATIVE TO VIDEO [30], [31]

Media Max Permissible Sync Error
Streams Relative to Video
audio +45 ms, -41 ms

haptic (vibratory feedback) +125 ms, -87 ms

TABLE I
RTT SPECIFICATION FOR TCPS CONTROL LOOPS

Feedback Modality Control Loop Specification

RTTk‘vl S 1ms
RTTyq < 46ms
RTTkhl S 126 ms

video
audio
haptic (vibratory feedback)

non-networking components contribute to RTT of its control
loops.

We begin by observing in Table I the maximum permissible
synchronization errors allowed for audio and haptic (vibratory
feedback) streams relative to video.? Note that the maximum
permissible synchronization errors can be either positive or
negative depending on whether the audio and haptic streams
arrive after or ahead of the video.

Table II shows the maximum permissible feedback laten-
cies (or, maximum allowed RTTs of the corresponding control
loops) derived from Table I. For these derivations, we assume
that the display screen at the operator end shows the actual
size of the remote field.

One of the foreseen application of TCPS is to realize tactile-
visual control across a network [32]. In such applications,
when there is a delay in video feedback, the operator will see a
lack of synchronization between the movement of his/her hand
and the remote robotic arm displayed on the screen. A typical
human operator can move his/her hands at a maximum speed
of 1 mm/ms [2]. Moreover, he/she can visually distinguish dif-
ferences greater than or equal to 1 mm [2], [32]. Therefore, to
avoid 1 mm or larger differences in positions of the operator’s
hand and the robotic arm displayed on the screen, the maxi-
mum permissible delay for the video feedback is required to be
1 ms [2], [32]. This restricts the RTT of kinematic-video loop,
RTTy,, to be less than or equal to 1 ms (See Figure 3 (a)
and (b)).?

When the operator moves his/her hand, he/she may expect
to hear the sound from the remote environment (e.g., sound
of the moving motor joints of the remote side robot or sound
of the robot hitting a target) within a specific time limit. If the
delay in audio feedback is more than this limit, the operator
will find a lack of synchronization between the movement of
his/her hand and the audio response. This will also result in

2We consider a TCPS use case where audio and video are streamed
independently of each other, unlike the case with streaming methods like
MPEG.

30bserve that if we restrict the human operator’s maximum hand speed to
v m/s, RTT},,; can be allowed to be up to 1/v ms. Furthermore, if the display
screen at the operator’s end shows a zoomed out picture of the remote field
(say a zoom factor av < 1), then even with a maximum hand speed of 1 m/s
and RTT of 1ms, the synchronization error seen by the operator will be less
than o mm. In this case, RTT,, could be allowed to be larger.
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Fig. 3. The error between the operator’s hand and robotic arm displayed on
the screen for different hand speeds. (a) The error is zero when RTT of the
control loop, kvl, is zero. (b) The error is a mm when the RTT is o ms. For
a 1 m/s hand speed, the error in display translates to 1 mm.

cybersickness. We compute the maximum permissible latency
for the audio feedback by adding the maximum permissible
latency for the video feedback and the maximum permissi-
ble +ve synchronization error of audio relative to the video
stream. We thus get the maximum permissible RTT},; to be
46 ms.

Following similar reasoning, we find the maximum permis-
sible latency of the haptic feedback to 126 ms. This restricts
RTTyy,; to 126 ms.

Note-1: Audio and haptic feedback in response to an oper-
ator action can reach the operator-side either ahead or after
the video feedback. However, if RT'T},,; is maintained within
1 ms, then audio and haptic feedback will never reach ahead of
video feedback by more than 1 ms. Since the maximum per-
missible negative synchronization errors between audio-video
and haptic-video streams are much higher than 1 ms, audio
and haptic streams arriving ahead of the video are not a cause
of concern

Note-2: Restricting RTT}y,,; to less than or equal to 1 ms
in tactile-visual control applications requires that the displays
for such applications should refresh at intervals of 1 ms or
less. This requirement is multifold times stringent compared
to the specifications of the vast majority of displays used
in televisions and computers that refreshes at intervals of
~ 17 ms (60 Hz). However, there do exist newer displays
and lab-prototypes designed for fast-paced games and tactile-
visual control applications that can refresh at ~ 4 ms (240 Hz)
and ~1 ms (1 KHz) intervals, respectively [33], [34].

B. Control Loop Instability

As already described, the RTT requirement on the
kinematic-video loop is much more stringent than the require-
ment on the kinematic-haptic loop to avoid cybersickness
resulting from positional errors in the video display. Thus,
towards avoiding cybersickness, the kinematic-haptic loop is
not critical. However, in TCPS, where haptic feedback exists
in the form of kinesthetic feedback (e.g., force-feedback), RTT
of the kinematic-haptic loop, RTTyy;, becomes critical as
follows.

In teleoperation systems with kinesthetic feedback, the oper-
ator experiences the haptic property (e.g., stiffness) of objects
in the remote environment by commanding the teleoperator
to tap the surface of these objects at different taping veloci-
ties and sensing the feedback forces through the operator side
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. force (haptics)
Ii ™ position (Kinematics)

Fig. 4. Presence of fast-acting local control loops in a TCPS with kinesthetic
feedback [37].

local
control looy

control loop

manipulator [35]. For instance, to differentiate a hard mate-
rial from a soft material, the operator taps the surface at a
higher velocity. At a higher tapping velocity, the force feed-
back felt by the operator from a hard material will be higher in
comparison to a soft material. In TCPS with kinesthetic feed-
back, to support for the maximum tapping velocity of a typical
human operator and thereby enable the operator to differentiate
materials of wide stiffness range, the RTT of the kinematic-
haptic loop, RT T}y, is required to be less than 1 ms [10]. RTT
higher than 1 ms implies that the operator has to restrict his
tapping velocity and thus limit his/her ability to differentiate
materials of higher stiffness. However, if tapping velocity is
not restricted, depending on the stiffness of the material, the
kinematic-haptic loop may go unstable. This results in high-
frequency oscillations in the operator side manipulator and
remote side robot.

Unlike in kinematic-audio and kinematic-video loops, con-
trol loop instability can occur in the kinematic-haptic loop
due to the existence of fast-acting local control loops at the
operator and teleoperator sides. These local control loops
close the global kinematic-haptic control loop detouring the
human operator (see Figure 4). In regular operation, the local
control loops are meant to synchronize both the position
and force variables between the operator and the teleopera-
tor sides. However, at higher RTTs, higher tapping velocities
and in the presence of stiff materials, they assist in the gen-
eration of positive feedback destabilizing the global control
loop [35], [36].

C. Control Loop for Evaluation

We propose to benchmark a TCPS by evaluating the qual-
ity of its critical control loop, the one with the most stringent
RTT requirement. We have seen that both kinematic-video
and kinematic-haptic loops are critical loops for avoiding
cybersickness and control loop instability, respectively. We
propose evaluating one of these loops, one that is critical
for a given TCPS application. For instance, cybersickness is
more prominent, i.e., the RTT},,; requirement is more strin-
gent, in applications that involve tactile-visual control [32].
Here, the term tactile refers to touch than tactile feedback [32].
On the other hand, control loop instability is more prominent,
i.e., the RTTyy,; requirement is more stringent, in applications
involving haptic force feedback [36].

III. EVALUATION METHODOLOGY

We propose an evaluation methodology where we use the
step response method to evaluate the critical control loops
in a TCPS. In the following paragraph, we describe the step
response method in the context of a generic control system.
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Fig. 6. Sample haptic step response curve. Haptic signal at time instants g,
t1, and t9 are marked using red dots.

In the subsequent paragraph, we describe how we adopt the
step response method for evaluating TCPS.

The step response method is a common approach to
analyze the transient behavior and stability of control
systems [38], [39]. In the step response experiment, a step
disturbance is applied at the output-side (or load-side) of
the control system, and then the waveform at the output
terminal is recorded, all while the controller detects the dis-
turbance through the feedback path and corrects the output
(see Figure 5). The output waveform so captured is known as
the step response profile of the control system (see Figure 6).
The parameters of the step response profile, such as the
rise time, overshoot, undershoot, and steady-state error, are
dependent on the responsiveness of the controller and plant.
For particular responsiveness settings of the controller, if
the overshoots and undershoots are within the desired range,
the control system is considered stable. Among all possi-
ble responsiveness settings of the controller, we define the
step response profile that yields the lowest rise time as the
optimal step response curve. The optimal step response curve
is unique for a given controller and plant. Further, the rise
time of the optimal step response curve is suggestive of the
control system performance. A lower rise time implies that
the control system is responsive and has an excellent transient
performance.

For evaluating the critical control loops in a TCPS, we
design control systems with TCPS acting as the plant and
a known Proportional Integral (PI) controller substituting the
human operator. We then tune the responsiveness of the PI
controller to yield optimal step response curves. We note the
corresponding rise time and use it to derive, QoC, a met-
ric that is suggestive of the quality of the TCPS. In this
section, we describe the design of these control systems
to perform step response experiments. We describe how
to determine the optimal step response curve and QoC in
Section IV.
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Algorithm 1 PI Controller Implementation
OperatorSide ():
initialize coordinates [x = 0, y = 0]
while (z < X unit):
send robot coordinates x and y
wait for A seconds
if (haptic signal available):
receive and store in variable P
else:
store old haptic signal in P
find error = Ppep — P
compute y = y + kp X error
increment x by 1 unit

A. Evaluation Framework in a Haptic Setting

Evaluating the kinematic-haptic loop helps in quantify-
ing control loop instability in a TCPS. For evaluating the
kinematic-haptic loop, we propose the evaluation framework
in Figure 5. To develop this, we replace the TCPS operator
with a PI controller. At the teleoperator side of the testbed,
we place a robotic arm with a haptic sensor mounted to its
end effector. The haptic sensor detects pressure when the end
effector of the robotic arm comes in contact with the material
surface. In the step response experiment, we use the PI con-
troller to move the robotic arm along the X-axis and to apply
constant pressure of P..r on the material surface along its
Y-axis. When the robotic arm crosses the transition point sep-
arating the hard and the soft materials, the pressure abruptly
drops from P to me/ ko, simulating a step-change in the
haptic domain. Here £y is a constant and is dependent on the
characteristics of the materials in use.

The haptic sensor detects this change in pressure and com-
municates the new pressure to the operator side PI controller.
The PI controller uses this data to compute a new y-coordinate
of the robotic arm and communicates it back to the teleopera-
tor side to take action. The intent here is to adjust y to increase
the applied pressure and correct the haptic step change. The
procedure repeats itself to generate a characteristic haptic step
response curve.

1) Operator Side Implementation: We describe the imple-
mentation of the PI controller using Algorithm 1. Here in
every loop, the x coordinate of the robotic arm is incremented
by 1unit. The increment can be decided based on the length
of the material and the robot arm’s reach. The parameter A
is the loop wait time used for tuning the responsiveness of
the controller and the system’s stability. A controller using
smaller A can potentially respond faster to the haptic signal,
and therefore lead to smaller rise times in the step response
curve. However, setting a very small A can potentially result
in overshoots and oscillations in the step response curve. In
Algorithm 1, &, is the PI controller constant.

Note: The PI controller reuses the last received haptic signal
to process the new robot coordinates if it does not receive any
signal at the current time instance. For this reason, setting
A smaller than A, can cause oscillations. We design the PI
controller the above way intentionally. The design allows us to
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Algorithm 2 Simulating Haptic Step-Change
TeleOperatorSide ():
while (true):
wait to receive coordinates x and y
if (z < X/2):
set haptic signal to k1y
else:
set haptic signal to kyy/ko
send haptic signal to operator side
log haptic signal to file

distinguish two TCPS of different performances by evaluating
Aopt.

2) Tele-Operator Side Implementation: In the evaluation
framework in Figure 5, we use a robot and a force sensor
to simulate and measure the haptic step change. This imple-
mentation is useful if, in the TCPS evaluation, we desire to
account for the robot’s characteristics and the force sensor.
Often we are not interested in accounting for the robot’s or
sensor’s physical limitations (e.g., when we want to evaluate
the TCPS communication network). In such cases, we simulate
haptic step-change without a robot, as shown in Algorithm 2.
In this algorithm, we have used k; as the conversion constant
to translate y to pressure. The change in pressure from kjy to
k1y/ ko is simulated at x = X/2 unit — X being the stop value
of x. We choose X = 100 in our experiments.

X decides the number of sample points step response curves
contain from the onset of step-change. Stopping x at X = 100
gives us X — X/2 = 50 sample points. Considering that it
only takes three sample points to determine the step response
parameters such as rise time, overshoots and settling errors
of an ideal TCPS (see Figure 9 and its explanation), 50 sam-
ple points give enough buffer to work with a wide range of
TCPS implementations. We also found 50 sample points to be
adequate through experiments.

3) Step Response Curve: Figure 6 shows a sample haptic
step response curve expected from the experiment. The curve
resembles the classic step response curve in control system
with its quality determined by certain rise time, overshoot,
undershoot, settling time, and steady-state error. The quality
of this curve directly indicates the quality of the kinematic-
haptic loop, which in turn indicates the quality of the TCPS
under test.

In our work, we define rise time as t, = to—1ty = tg+t2—11
where,

1) fo is the time at which the pressure drops to Pper/ko +

0.1(Ppep — Pyep/k2) (due to step change).

2) t; is the time at which the pressure rises back to

Pref/kg + O.I(me — PTef/kQ).
3) tp is the time at which the step response reaches
Pref/kQ + O'g(Pref - Pref/k2)'

We define overshoot as the peak percentage fluctuation in
the step response relative to (Pp.p — Pyer/k2). Both the rise
time and overshoot are affected by the characteristics of the
TCPS components and the network.
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Fig. 7. Evaluation framework in a non-haptic setting.

B. Evaluation Framework in a Non-Haptic Setting

Evaluating kinematic-video loop of a TCPS helps in deter-
mining V42, the maximum operator hand speed the TCPS
can support to avoid cybersickness contributed by positional
errors in the video display. Since haptic sensors and haptic
feedback are not part of the kinematic-video loop, the evalu-
ation framework in Figure 5, which simulates step-change in
the haptic domain is not useful. In Figure 7, we propose a
modified evaluation framework. To develop this, we replace
the TCPS operator using a PI controller with controller con-
stant, kp, and loop wait time parameter A. At the teleoperator
side, we place a robotic arm with a video camera to detect the
y-coordinate of the robot end-effector.

In the step response experiment, we use the PI controller to
always maintain a constant y-coordinate, Y..r, for the robotic
arm. The PI controller in every control loop (i.e., after every
A interval of time), increments, and send an epoch variable,
n, to the teleoperator side. The PI controller initializes n to 1
at the start of the experiment. At the teleoperator side, n is
used to set the value of ko. The teleoperator initializes kg to
1 at the start of the experiment and is set to a higher value
when n is > 50. This simulates a step-change in the robot
y-coordinate, y’, at n = 50. The video camera at the tele-
operator side detects the change in y-coordinate of the robot
and communicates this new y-coordinate to the operator side
PI controller. The PI controller uses this data to compute y,
a new y-coordinate for the robotic arm and communicates it
back to the teleoperator side to take action. The intent here is
to adjust y to correct the step-change in y’. The parameters of
the resultant step response curve, i.e., the plot of 3/, is similar
in shape to Figure 6 and is used to evaluate the quality of the
kinematic-video loop and thus the TCPS under test.

As for the evaluation framework in Figure 5, here also, we
can replace the robot and the video camera with a code snip-
pet if accounting the overhead of these components is not
desired in evaluation. In our work, we discount the character-
istics introduced by the display driver block. This is because
display driver overheads are generally deterministic and known
apriori, and their impact can be theoretically determined.

IV. QUALITY OF CONTROL

In this section, we first describe how to arrive at the opti-
mum value of A, denoted as A,p;. We then describe how to
determine the parameters Pf, k1, k2 and ky of the evaluation
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Fig. 8. Step response curves of a sample TCPS for a few values of A. Here
Prep =100 and Pref/k2 = 80.

framework. We then describe QoC, the evaluation metric we
propose for TCPS. For descriptions, we consider step response
curves from the evaluation framework proposed for evalu-
ating the kinematic-haptic loop. For this reason, subsequent
figures showing step response curves have haptic signals in
their y-axis. Note that the methods we describe here are also
valid for the evaluation framework proposed for a non-haptic
setting, i.e., for evaluating the kinematic-video loop. In the fol-
lowing, we write rise time as t.(A) to show its dependence
on A,

A. Determining Aopt

The step response curve extracted from the evaluation setup
depends on the characteristics of the TCPS under test and
also on A. For any given TCPS, different values of A lead to
different step response curves. If A is very small, the result-
ing step response curve can have oscillations and overshoots.
As we increase A, the controller’s response gets slower, and
hence oscillations and overshoots reduce, and the rise time
increases. We define a good step response curve to be a
response curve in which the overshoots and steady-state error
are within prescribed limits - we set these limits to 20% and
10% respectively in our work.* We want to achieve the fastest
good response curve, i.e., the good response curve with the
least rising time. Accordingly, we should set A to the least
value that results in a good response curve; we refer to this
value as A,p;. Alternatively stated, A = A,y results in
a response curve that has the least rise time among all the
response curves with overshoots and steady-state errors within
20% and 10% respectively. In the following, we refer to this
good response curve as a Agpi-curve. Agyp and A gyi-curve
are unique for a TCPS. They are dependent on the networking
and non-networking parameters of the TCPS.

We determine A,p¢ through experiment. For the TCPS
under test, Figure 8 shows the step response curves for a
few values of A. Observe that, with 20% and 10% limits,
the overshoots and steady-state error for good response curves
should be less than 4 units and 2units respectively. In par-
ticular, peaks of good response curves should be less than
104 units. A = 0.1 ms and A = 0.6 ms yield response
curves with peaks exceeding 104 units. On the other hand,
A = 0.7 ms yields the good step response curve with the

4In our work, we set limits only on overshoot and steady-state error to
identify good step response curves. This is to simplify the classification of
step response curves. In practice, we advise setting limits on all step response
curve parameters including undershoot and settling time.
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Fig. 9. Haptic step response curve for different kpkp settings for a TCPS
with zero packet drops and RTTmax < A. For kpk; = 1.25, we see
overshoot at the start of the step response experiment.

least rise time. We thus determine A,,; = 0.7 ms. Note that
a smaller A,y,; implies a potentially smaller ¢ and hence a
better quality TCPS.

B. Design of Evaluation Parameters

For a TCPS with zero packet loss and RTT < A, we
can deduce a difference equation from the basic PI controller
equation as follows. Let y; be the current y-coordinate of the
robot and ;41 be its next y-coordinate determined by the PI
controller. Then, for stability and fast convergence of this dif-
ference equation, the roots of its characteristic equation in the
Z domain, z — (1 — kpky /k2) = 0, should be within the unit
circle and close to the origin.

Y41 = Y1 + kp X error
kpki
=Y 1_72 +kppref (3)

We see from the characteristic equation that P.; does not
influence the stability or the convergence speed of the dif-
ference equation. Thus we can choose any value for Pf.
For ease of design we fix P,y = 100 units. The parame-
ter ko allows realizing the haptic step. We want to set ko to
restrict the step signal to 20% of the P.¢. This is necessary
to maintain the operation of the slave device around its oper-
ating point. We thus set kp = 1.25. Furthermore, we could
set kpk1 = ko = 1.25 so that the root of the characteristic
equation would be at the origin of the Z-plane. This would
ensure that the configuration of the evaluation setup does not
mask the characteristics of the TCPS under test, and we also
achieve the fastest possible step response. However, this results
in an overshoot at the start of the step response experiment
(See Figure 9). This is because, initially, when x < 50units
the effective value of ko is 1 which results in the root of the
characteristic equation to be in the left half of the Z-plane. In
order to ensure that the root of the characteristic equation is
positive all through, we set k, k1 = 1. In particular, we choose
k1 =k, =1.

We do not recommend setting kpk; < 1. A lower kyk;
can increase the response time and can impact the abil-
ity of the evaluation methodology to detect packet drops or
latency issues commonly observed with the TCPS commu-
nication networks. We demonstrate this in Figure 10. We
simulate packet drops in the communication network of a
TCPS under test. We see that packet drops cause an over-
shoot when k%1 = 1 but do not when kyk; = 0.6. Hence we
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Fig. 10. Haptic step response curve (zoomed-in) for different kp k1 settings;
with and without packet drops.

can detect packet drops from overshoot in the former case but
cannot detect these in the latter case.

C. Design of Evaluation Metric

To evaluate TCPS, we propose a metric that is an indicator
of TCPS control loop quality. We call this metric Quality of
Control (QoC).> QoC of a TCPS is a relative measure of its
quality compared to the quality of an ideal TCPS. We define
an ideal TCPS as a TCPS with 1ms RTT, zero packet loss and
zero jitter. Notice that A,y for the ideal TCPS will be equal
to its RTT, i.e., 1ms. Let t, jgeql = tr.ideal(1ms) be the rise
time of the corresponding A,y curve. We then define QoC
for the TCPS under test as,

tr,ideal

@ 1°g10<tr<Aopt>)
where, t-(Aop¢) is the rise time of the A,p-curve of the
TCPS under test. We use logjq for the convenience of rep-
resenting ¢, ratio. We expect rise time ratio in (4) to assume
a wide range as the latencies associated with TCPS compo-
nents (e.g., network latency) can vary widely. This is why we
use a logarithmic scale to specify QoC.

We now describe how we compute &, ;jgeq- Observe that
tr ideal depends on ky and ki through their product. We set
kpk1 = 1 as suggested in Section IV-C. From Figure 9, we
see that, for an ideal TCPS with k,k; = 1, the PI controller
takes three loop times (= 3A,pt = 3ms) from x = 50 unit
to x = 53 unit to correct the step change. Also ;. ;geq is 1.5
loop times ~ 1.5 ms.

Observe that QoC of the TCPS under test will be, (i) pos-
itive, if it has t.(Aopt) < 1.5 ms, which occurs when it
performs better than an ideal TCPS. (ii) negative, if it has
tr(Aopt) > 1.5 ms, which occurs when it performs poorly
in comparison to an ideal TCPS. (iii) zero, if it has t(Aop¢) =
1.5 ms, which occurs when it performs equivalent to an ideal
TCPS. The metric intuitively indicates how fast (or slow) the
operator can control the teleoperator using the haptic feed-
back without introducing significant control glitches at the
teleoperator side.

“4)

5We use the term “metric” to mean a standard of measurement, as is often
done in computer science and systems engineering. Examples include Signal-
to-Interference-plus-Noise Ratio (SINR) and Mean Opinion Score (MOS).
This usage is different from the usage of “metric” in mathematics where it
is a notion of distance in a metric space. More precisely, there it refers to
a mathematical function that associates a real nonnegative number with each
pair of elements in a metric space such that three axioms (a) identity of
indiscernibles (b) symmetry and (c) triangle inequality are satisfied.
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Note: The RTT requirements that we put forward for the
kinematic-video and kinematic-haptic loop are just the refer-
ence values used for computing QoC. In the event that these
limits are not applicable for a specific use case, they can be
adjusted to the desired application use case and rework the
QoC calculation. Our evaluation framework and the method
of deriving QoC from step response curves will remain agnos-
tic of what reference RTT one chooses. In our work, we
decided to select the reference RTT value as 1 ms for com-
puting QoC as it is the most stringent RTT among all RTT
values demanded by the envisioned TCPS applications such
as force-feedback systems and tactile-visual control systems.

Note: Changing the reference RTT used for computing QoC
only changes how the results are represented. It does not
change the step-response experiment’s objective nature, and
outcome since t-(A,pt) does not depend on reference RTT.
QoC thus remains objective irrespective of the reference RTT.

D. Methodology to Determine QoC

The above definition of QoC is on the presumption that each
TCPS (for a given ky, k1) has an optimal loop wait time, A ;.
Also, Aopt, which is a function of TCPS RTT, packet drop
rate, etc., can be estimated through a sequence of step response
experiments. However, for any TCPS, its RTT, packet drops,
etc., may vary with time. Hence, QoC, if measured as defined
above, will vary with time. One can define QoC for a TCPS for
the worst-case RTT and packet drops, but such a measure will
present a pessimistic picture of the system and will be of little
consequence in practice. In most of the applications, we want
good responses for a prescribed fraction, say gspec, of time. We
call gspec the desired goodness percentage. For instance, gspec
could be 0.99 for critical applications and smaller for others.
Here, we give an alternate characterization of the quality of
control as a function of the desired goodness percentage; we
call it QoC'(gspec), We also describe a way to measure it in
practice.

Recall that A,y is the minimum value of A that yields a
good response. We define A yp¢(gspec) to be the minimum A
that yields a good response curve gspec fraction of time. Note
that Aopt( Gspec) Will be large for a large ggpec. We can obtain
Aopt(gspec) as follows. We choose a small A and run the step
response experiment a large number of times, say m times.
We determine the fraction of times, say g ~ (g > 0), good
response curves are obtained. The parameter m is selected
to limit the 95% confidence interval range of g to be within
+5%. We now increase or decrease A depending on whether
g is smaller or larger than gspe. and repeat the above exper-
iments until ¢ = gspec. The final value of A is the desired
Aopt(gspec). We define t-(Aopt(gspec)) to be the average
value of ¢, over all the good response curves corresponding
to Aopt(gspec). Finally, we define,

ro(gspec) = 10g10< 3)

tr,ideal >
tr(Aopt (gspec))
Remark: QoC(gspec) averages out the time-varying char-
acteristics of TCPS that influence QoC over a long period
of time. Averaging ensures that the metric is reproducible.
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Fig. 11. Step response plots of the operator’s hand position, y, and haptic
signal for an ideal TCPS with zero packet drop and RTTinqx = 1 ms, and
for a data sampling interval of 1 ms.

However, this also means that QoC measurements are not
real-time. Real-time analysis of cyber-physical systems are
required in scenarios where the system uses the result to tune
its functionalities in real-time. Such as the network link to use
and the algorithm settings to choose. However, in many CPS,
such versatility is not inbuilt, and thus real-time evaluation is
not required. For these systems, non-real time assessment such
as QoC will be statistically more accurate than their real-time
counterparts as they are done over a long period and can take
into account the fluctuations in performances over time.

Remark: The passivity-based control method can guarantee
system stability in the presence of delay. However, we do not
use passivity-based methods for the following reason. Ay,
the minimum value of A that stabilizes a TCPS is used to
derive QoC, a measure of the TCPS quality. We do not find a
parameter (like A) in the passivity-based control methods that
can directly or indirectly quantify the system’s performance.
Moreover, our step response experiments and QoC can also
characterize TCPS employing passivity-based control. QoC,
in these cases, can be used as a tool to test the performance
of passivity-based control algorithms.

V. Qo0C vs. OPERATOR KINEMATICS

For a human operator, the maximum allowed hand speed,
Vmax, to avoid cybersickness in TCPS contributed by posi-
tional errors in the display is limited by two factors: the
natural limit on human hand speed (1m/s) and the quality
of the TCPS kinematic-video loop. The latter is not the lim-
iting factor in an ideal TCPS. More specifically, an ideal
TCPS with RTT = 1 ms and QoC(1) = 0 supports
Vinaz = 1m/s.® A TCPS with lower QoC(gspec) (for the
given gspec) Will support smaller hand speeds only, i.e., it will
have Viner < 1 m/s. In this section, we first derive the rela-
tion between QoC(gspec) and Vipge. We then validate this
relation through simulation.

A. Maximum Hand Speed

For an ideal TCPS with RTT = 1ms and no packet drop and
jitter, the step response graph of robot y-coordinate, i.e., plot
of 4/, and the graph of operator’s hand position, i.e., plot of
v, controlling the y-coordinate of the robotic arm, sampled at
every lms, will have the same rise time ¢,; see Figure 11. For
the plot, we choose Y,,; =100 mm and use dy to represent

SFor an ideal TCPS with no randomness, for all g, QoC(g) = QoC = 0.
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Fig. 13.  For a TCPS with QoC(1) = —0.3, error between the opera-

tor’s hand position, y, and robot position, y’ , exceeds 1 mm when V crosses
(Vmax = 0.5 m/s).

the change in operator’s hand position. This condition (the rise
time being the same) also prevails in a non-ideal TCPS with
RTT, packet drop and jitter of any value, provided we use
A > Aopt(gspec) and we replace & with - (Aopt(gspec) and
dy with y(Aopt(gspec))'

We define the maximum allowed operator’s hand speed
Vinax as dy/dt. For a TCPS,

- @ _ 6y(Aopt (gspec))

Vinax = = —— . 6)
e di 28 (A opt (gspec) )
Substituting #-(Agp¢) from (4) in (6), we get
oy (A YarYel
Vinax = —y( opt (9spec)) x 1090C (gspec) (7
tr,ideal
Applying (7) to the ideal TCPS, i.e., substituting

Vmax = 1 m/s and W(gspec) = 0, we obtain
0y(Aopt(gspec))/tr ideat = 1 m/s, a constant. Using this and
also noting that V4 is limited to 1 m/s, the natural limit on
human hand speed, we obtain the following simple relation
between Viez and QoC(gspec). We illustrate this relation in
Figure 12.

Vinax = min{1,1 x 109°C @) L /5. ®)

B. Simulation Results

In any TCPS applications, the human operator is expected to
restrict his hand speed to V4« a limit posed by the underlying
TCPS. If the hand speed exceeds, the operator may experience
cybersickness due to visible error (>1 mm) between his/her
hand position and the robot position seen in the video feed-
back (see Figure 3). We demonstrate this in Figure 13. Here,
y represents the operator’s hand position and y’ represents
the robot position displayed on the operator side screen. We
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Fig. 14. Sample QoC performance curves for three different TCPS.

consider a TCPS with QoC(1) = —0.3 which corresponds
t0 Vinax = 0.5 m/s. As long as the operator maintains his
hand speed, V, within 0.5 m/s, the error between y and y’
is bounded within 1 mm. This error crosses 1 mm when V
exceeds 0.5 m/s.

VI. QOC PERFORMANCE CURVE

When comparing performance of different TCPS using
QoC, we use a common gspec (i.€., QoC(gspec). Here gspec
is specified by the TCPS application. However, when ven-
dors publish QoC for TCPS targeting multiple applications,
listing QoC for one gspec is not enough. As a solution, we
propose publishing the QoC performance curve for TCPS. The
curve illustrates how QoC varies with ggspec. In Figure 14, we
plot sample QoC performance curves for three different TCPS.
From the curves, we conclude the following; (i) for applica-
tions that demand gspec = 0.7, TCPS-1 has better performance
compared to TCPS-2 and TCPS-3 (ii) for applications that
demand gspec = 0.9, TCPS-2 has the better performance com-
pared to TCPS-1. For this application, we cannot consider
TCPS-3 as its QoC for gspec > 0.8 is not specified.

Note that in Figure 14, QoC for gspec > 0.8 is not speci-
fied for TCPS-3. This, however, is not a drawback of QoC or
goodness percentage. The following are the two reasons why
QoC for a TCPS may not be specified for a particular gspec
and beyond.

o First, lack of experimental results. If QoC is sharply
decreasing beyond a gspec, it is not worth testing the
TCPS beyond that gspe. if one feels that the resultant
QoC above gspec is going to be too low for the TCPS to
be considered for the intended application or compared
with other TCPS. For TCPS-3 in Figure 14, the QoC is
rapidly decreasing, and clearly, one can judge it performs
poorly compared to TCPS-1 and TCPS-2 even without
the availability of data beyond gspec = 0.8.

e Second, QoC cannot be measured for a particular good-
ness percentage and beyond. The inability to specify QoC
for a TCPS system for a given gspec indicates that the
system is unreliable at that gspec due to higher packet loss
percentage, and we should not consider it for applications
that demand this gspec and beyond. To give a parallel
example, consider three network links of 1ms latency but
different loss percentages 10%, 20% and 30%. In this
setting, if one wants to measure the average latency expe-
rienced by 80% of the transmitted packets, for the first
link, the measured value will be 1 ms, second-link will
also yield 1 ms. However, we cannot specify the average
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Fig. 15. Component level design of the testbed with the forward and
backward flows marked [21].

latency value for the third link because it experiences a
packet loss of 30%. Thus latency can be measured only
for 70% (and not 80%) of the transmitted packets.

VII. PERFORMANCE EVALUATION

In this section, we first demonstrate how to use QoC to
evaluate the overhead of a TCPS testbed. We then show how
to use QoC to evaluate the quality of a TCPS network under
different traffic conditions. Further, we demonstrate how QoC
tracks end-to-end latency, jitter and packet drops of a TCPS
implementation. Finally, we validate the use of QoC to esti-
mate positional errors in a tactile-visual control application
using real traces from a telesurgical dataset.

A. TCPS Testbed

Figure 15 shows the modular testbed we developed for
TCPS and used for testing our proposed evaluation method.

e operator is the human operator or an embedded con-
troller; tele-operator is the remote side slave device being
controlled.

e ms embsys is the master side embedded system which
houses sensors, actuators, and algorithms to capture the
kinematic motions of the operator, to display audio and
video, and to apply haptic feedback to the operator.
ss embsys is the slave side embedded system that houses
sensors, actuators, and algorithms for driving the slave
side robot and for capturing the remote audio, video, and
haptic signal.

e ms com is the master side communication component that
connects ms embsys to the network; ss com is the slave
side counterpart which connects ss embsys to the network.

e srv is the computer for offloading various TCPS algo-
rithms in sensing, actuation, coding, and compression.

e emu is the optional emulator used to interconnect the
testbed components. The emulator replaces a real phys-
ical network. We use ns-3 and Mininet to build this
emulator [40], [41].

B. Evaluating the Testbed Overhead

We determine the overhead introduced by the testbed in
Figure 15 in terms of QoC. We find the overhead of the testbed
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Fig. 16. Setup for evaluating the testbed overhead. Arrows mark the forward
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Fig. 17. Plot of 1000 step curves for two different A. We find, g > 0.9
only when A > 1.9 ms. Thus we determine A,y,:(0.9) = 1.9 ms for a
gspe(; =0.9.

framework without the network emulator to be QoC(0.9) =
—0.35. With network emulator, the overhead increases to
QoC(0.9) = —0.92.

1) Overhead of Testbed Framework: To evaluate the over-
head introduced by the testbed framework, we realize the
components ms com, srv and ss com in a single desktop PC
(Processor:Intel-Core-i5, Core Count: 4, Processor Frequency:
3.4 Ghz, Memory: 3.7 GB) with <10% and <20% CPU and
RAM utilizations, respectively (see Figure 16). To ensure the
results are representative of the testbed overheads alone, (i) we
retain minimal code in the testbed components to enable only
the needed inter-component communication and (ii) we sub-
stitute the teleoperator side using a code snippet that also
simulates the step input (to avoid accounting for teleoperator
side component overheads). Following the steps (i) and (ii)
results in the evaluation frameworks defined for a haptic set-
ting and for a non-haptic setting to appear indistinguishable.
i.e., irrespective of which evaluation framework we use, the
end QoC will be the same.

We run the experiment to extract the step response curves
for different values of A. For each A, we extract m = 1000
step curves.

Figure 17 shows the results. We find A,p(0.9) = 1.9 ms,

tr(Bopt(0.9)) = 3.364 ms (+£0.21%) and QoC(0.9) =
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SDN Controller

TE (Slave)

9 Hosts Simulating Traffic
@ Tactile Endpoints

Fig. 18. Network topology simulated in Mininet.

—0.35. The metric indicates that the testbed implemented on
the selected desktop PC and OS configuration is inadequate
to realize ideal TCPS with 1 ms RTT. We either have to
optimize the socket I/O calls or optimize background processes
or replace the hardware. Note that, QoC < 0 does not mean
that the TCPS implementation is not useful. It means the oper-
ator has to restrict his/her maximum hand speed to Vijax
during teleoperation. From (8), Vipax = 0.44 m/s.

2) Overhead of Integrating Network Emulator: To under-
stand the overall overhead of the testbed with the network
emulator in place, we modify the setup in Figure 16. We eval-
uate QoC by placing the components ms com and srv in PC#1,
emu running the ns-3 code in PC#2 and ss com in PC#3. The
PCs are connected using point-to-point gigabit Ethernet links
to interconnect the components, as shown in Figure 15. In ns-
3, we emulate an ideal point-to-point link of zero latency, and
zero packet drops to ensure the QoC measurement captures
the testbed overhead alone and not the effects of any network
components in ns-3.

From the experiment, We find QoC(0.9) = —0.92 indicat-
ing that incorporating the emulator block and running testbed
components in different PCs increases the testbed overhead.
From (8), this restricts Vg2 to 0.12 m/s.

C. Comparing TCPS Networks Using QoC

In this experiment, we demonstrate how to use QoC to
compare networks with different traffic conditions. For eval-
uation, the network in Figure 18, which represents the north-
west subset of the USNET-24 topology, is simulated using
Mininet [41]. It consists of six switches managed by a central
SDN controller. TCPS endpoints TE(Master) and TE(slave)
connects to switches S1 and S6. Each switch in the network
connects to a host, and every host runs the Linux tool iPerf to
communicates with every other host bidirectionally to simulate
external traffic. Spanning tree protocol is used to avoid loop-
ing issues. TE(Master) runs the PI controller, and TE(Slave)
runs the algorithm to simulate step change. The latency and
bandwidth of all links connecting hosts and switches are set
to 0 ms and 10 Mbps, respectively. Latency and bandwidth
of all links interconnecting the switches are set to 0.1 ms and
10 Mbps, respectively. The Mininet simulation is run on a
server to reduce simulation overheads. In the experiment, we
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Fig. 19. QoC curves for different traffic conditions.

measure QoC across the TCPS endpoints for different traffic
rates simulated between host pairs.

Figure 19 shows the corresponding QoC performance curve
for different simulated traffic rates. H-H Traffic in the legend
corresponds to the unidirectional traffic rate simulated between
host pairs. From the figure, we find QoC curves corresponding
to H-H Traffic of 250 Kbps and 500 Kbps to be close. Because
for both these cases, the net bitrate of the simulated traffic is
not enough to throttle the bandwidth of the links connecting
tactile endpoints. At rates above 500 Kbps, the net simulated
traffic contributed by all the hosts in the network on the TCPS
path gets close to the link bandwidth of 10 Mbps, which causes
TCPS packets to experience higher latencies and resulting in
lower QoC’s. Further, we also note that the QoC performance
curve has a higher slope at higher values of gspec. Thus, aiming
for higher values of gspec is costly for maintaining a higher
value of QoC.

Note that we restrict the bandwidth of the links intercon-
necting the switches in the Mininet topology to 10 Mbps. This
is to minimize the effect of the server’s performance that runs
the Mininet simulation on the results. Note that unlike network
simulators such as ns-3, Mininet emulates links and hosts in
Linux kernel and thereby, its results are affected by the system
performance, particularly when simulating links of very high
bandwidth.

D. QoC vs. Latency, Jitter and Packet Drops

In this experiment, we demonstrate how QoC can track
changes in end-to-end latency, jitter and packet drops of a
TCPS implementation. In particular, we want to demonstrate
that QoC measures deteriorate when the performance of a
TCPS deteriorates due to higher end-to-end latency, jitter and
packet drops. The experimental setup consists of the TCPS
endpoints TE(Master) and TE(Slave) simulated in Mininet and
interconnected over a 10 Mbps link whose latency, jitter and
packet drops can be varied. TE(Master) and TE(Slave) com-
municates each other with packets of size 100 B. We conduct
three experiments. In the first experiment, we measure QoC
for different link latency with zero jitter and packet drops. In
the second experiment, we measure QoC for different jitter
values for a link latency of 5 ms and zero packet drops. In the
third experiment, we measure the supported maximum gspec,
max(gspec ), of the QoC for different packet drop percentages,
5 ms link latency and zero jitter. Figure 20 show the results
of the first experiment in the clustered column chart format.
The chart shows how QoC and V4, vary with link latencies.
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Fig. 20. Experimental results showing how QoC(0.9) and Viypqq varies with
link latencies.

TABLE III
LEFT-TABLE: EXPERIMENTAL RESULTS SHOWING HOW QO0C(0.9)
VARIES WITH JITTER. RIGHT-TABLE: EXPERIMENTAL RESULTS
SHOWING HOW SUPPORTED MAXIMUM gspec, max(gspec), OF QOC
VARIES WITH DIFFERENT LINK PACKET DROP PERCENTAGES

QoC vs. Jitter(mdev)
Jitter (ms) | QoC(0.9)

Packet Drop vs. max(gspec)

Packet Drop (%) | max(gspec)

0 | -100 0 | 100
041 | -L07 5 | 089
084 | -Ll4 10 | 077
207 | -129 15 | 067

At lower link-latencies, both QoC and V4, are higher. QoC
and V4 drops with increase in link latency Table III show
the results of the second and third experiment.

We find that when latency or jitter of the link increases,
the measured QoC drops and when packet drops increase, the
supported maximum gspec, Max(gspec), wWhich is an indicator
of TCPS reliability drops. We find that when latency or jitter of
the link increases, the measured QoC drops and when packet
drops increase, the supported maximum ggpec, max(gspec),
which is an indicator of TCPS reliability drops.

E. QoC and Positional Error

In this experiment, we first measure the combined QoC of a
communication network and a connected robot in a non-haptic
setting. We then validate the use of QoC to estimate positional
errors in displays in tactile-visual control applications.

1) QoC Measurements: For evaluation, the network in
Figure 18 is simulated using Mininet [41]. TE(Master) runs the
PI controller, and TE(Slave) simulates step change. The step
change is simulated using the robot, IRB 4600, as described
in Section III-B. We use the Virtual Robot Experimentation
Platform (VREP) to simulate the robot [42]. We run VREP in
TE(Slave) in headless mode configuration, i.e., without GUI,
to minimize the simulation overhead. A custom written python
script interfaces the network socket of TE(Slave) with VREP.
We configured the delay and bandwidth of the links intercon-
necting the switches to 5ms and 10 Mbps, respectively. H-H
Traffic is disabled.

We measure QoC with and without the robot in place.
Without the robot, we find QoC(1) = —1.42, and with the
robot, we find QoC'(1) = —1.7. From (8), this restricts Viqz
to 0.02 m/s.
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Fig. 21. Histogram of operator’s hand velocity for F's = 30 Hz. For 82%
of the time velocity is less than Vipaz = 0.02 m/s.

TABLE IV
EXPECTED AND MEASURED VALUES OF E FOR DIFFERENT VALUES OF F'g

Fs (Hz) | Expected E (%) | Measured E (%)

40 | 77 \ 81
30| 82 \ 86
20 | 88 \ 92

2) QoC Validation: If QoC of the TCPS and dynamics
of the operator’s hand movements are known a priori, we
can predict for what percentage of time positional error’s in
displays will be within the operator’s visual tolerance limit
of 1 mm using the QoC-V,,4, relation of (8) as follows.
For example, consider a TCPS with QoC(1) = —0.1 (i.e.,
Vimaz = 0.1m/s) and historical operator’s hand velocity
dataset has velocities less than 0.1 m/s for 90% of the time.
Here, following the definition of V4., one can conclude that
the error between the operator’s hand position and robot posi-
tion in the display will be less than 1 mm for 90% of the
time.

For validating the above claim, we use the TCPS in
Section VII-E1, whose QoC and V44 is known (QoC'(1) =
—1.7 and Ve = 0.02 m/s). Further, we define E as the
percentage time for which the error between the position of
the operator’s hand and the robot is within 1 mm during a
TCPS operation.. In the experimental setup, the operator side
replays data corresponding to the hand movements of a sur-
geon performing the suturing operation using the da Vinci
surgical system captured originally at a sampling frequency
of 30 Hz [43]. At the teleoperator side, the robot (in VREP)
replicates the surgeon’s hand movement. Figure 21 shows the
histogram of the operator’s hand movement for a sampling
frequency of Fs = 30Hz. We find that for 82% of the time,
the velocity is less than V4, of 0.02 m/s. We thus expect E
to be 82%. In Table IV, we list the expected and the measured
values of E for different Fs (we up-sample and down-sample
the dataset in [43] to generate Fs = 40 Hz and Fs = 20 Hz
datasets, respectively). We find the measured results to be very
close to expectation and also to follow the expected E vs. Fs
trend, i.e., lower E at higher Fj.

In the experiments, to measure E, at every 1/F seconds,
the robot position is fed back to the operator side. At the
operator side, at every instance of receiving the feedback, the
error is calculated. For this, we subtract the robot position from
the estimated position of the operator’s hand at the receiving
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instance. From the error values, we find E by determining the
percentage of time the error values stay within 1 mm.

VIII. QOC VALIDATION USING FITTS’ TEST

We find that several works in the literature use Fitts’
test [44] for evaluating TCPS like applications involving
human operators performing aimed movements and target
acquisitions [45], [46], [47], [48], [49], [50], [51], [52],
[53], [54]. In particular, Fitts’ test has been used to evalu-
ate quality of tactile-visual control applications [45], [46] and
performance of teleoperation systems [47], [48], [49], [50],
[51], [52], [53], [54]. Since one of the foreseen applications
of TCPS is tactile-visual control over a network [2], [32] and
since TCPS is primarily a teleoperation system, we decided to
use Fitts’ test to evaluate TCPS and validate QoC.

This section discusses the evaluation of a TCPS application
involving tactile-visual control using Fitts’ test. We run the
tests for different values of network latencies, jitter, and packet
drops and compare the results with QoC.

A. Basics of Fitts’ Test

Fitts’ test consists of rapid aimed movements where a
human operator selects targets of a certain size over a certain
distance. An example is the alternate selection of two lines of
specific width, W, and distance of separation, A. Fitts models
the difficulty of this task using the task difficulty index, ID,
as follows.

ID =log, (;;1/ + 1)

The equation for ID is inspired by the theorem proposed
by Shannon for determining the capacity of a communica-
tion channel. The unit of ID is bits because the ratio within
the parenthesis is unitless and the log is taken to base 2.
Further, Fitts proposed throughput, 7P, which is measured
from a sequence of trials consisting of different W, A and
subjects. TP is calculated as a simple quotient with /D of the
task in the numerator and the mean movement time M7 in the
denominator as follows.

D
TP = UT"

TP has a unit of bits per second (bps). Fitts via experiments
show that 7P is independent of A and W though they are
embedded in the equation of ID. When ID changes due to
changes in A or W), MT changes in an opposing manner and
TP remains more or less the same.

TP however is dependent on the platform, e.g., the display
in use, the joystick used for selection etc. Thus performing
a Fitts’ test on two platforms can result in different 7Ps.
The platform that results in the highest 7P is considered to
have better usability. In other words, the user experience of a
platform, in our case TCPS, is proportional to TP.

B. Experimental Setup

Figure 22 describes the experimental setup. It consists
of two hosts one at the operator-side and one at the
teleoperator-side separated by a network link. The host at the
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Fig. 22. Experimental setup for conducting Fitts’ test of a TCPS application
that involves tactile-visual control.

TABLE V
DIFFERENT QOS SETTINGS CONFIGURED FOR THE
NETWORK LINK IN FIGURE 22

No. ‘ Session | Condition | Latency (ms) ‘ Jitter (ms) ‘ ng;k(e(%))
1 | | 0 o0 | 0
2] so | ¢ | 10 | o | o0
3 |2 | 15 | o0 | o
4 |3 | 20 | o0 | o0
5 | ¢ | 20 | 6 | o0
6| St T e | w0 | 12 | o
7 | | 20 | 18 | 0
8 | | c | 20 | s
o S e | 0| |10
10 | | | 20 | o | 15

teleoperator-side runs Fitts’ law software in [55]. Operator
controls the selection of the lines in the Fitts’ law soft-
ware using a computer mouse connected to the operator-
side host and using video feedback of the teleoperator-side
screen. The QoS of the network link is adjusted to vary
latency, jitter and packet drops to simulate different network
conditions.

We conduct Fitts’ test with ten participants; five males and
five females of different age groups (24-45). Each partici-
pant is given five minutes to familiarize with the experimental
setup before conducting actual evaluation. For each partici-
pant, we conduct the Fitts’ test for ten different link QoS
settings. Table V lists these settings. We divide the settings
into three sessions. Each session consists of multiple test
conditions, each defining a specific QoS setting. In Session
S0, we study the impact of latency variations on system
performance by varying latency of the link. In session S1, we
study impact of jitter on the system performance. In session
S2, we study the effect of packet drops on system performance.
Participants has to perform fifteen trials of target selections to
complete a test condition. Each test condition is repeated for
two different A settings of 400 pixels (10 cm) and 100 pix-
els (2.5 cm). For the experiments W is fixed to 20 pixels
(0.5 cm).

Figure 23 shows a participant performing the Fitts’ test
using our experimental setup. The participant uses a head-
rest placed 60 cm away from the video display. During the
experiment, participants select targets as quickly and accu-
rately as possible at a comfortable pace. Fitts’ law software
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Fig. 23.  Operator-side of the experimental setup in Figure 22.
TABLE VI
AVERAGE VALUES OF IDe, Ae, We, MT AND TP MEASURED FROM

F1TTS’ TEST

‘ ‘ Ae ‘ We 1D, MT TP

(pixels) | (pixels) | (bits) (ms) (bps)

| CO | 250.65 | 1436 | 3.96 | 1096.44 | 3.68

SO | CI | 250.17 | 13.71 | 401 | 118551 | 3.47

| C2 | 25122 | 1472 | 3.93 | 119631 | 3.34

| C3 | 249.83 | 1571 | 3.81 | 1399.04 | 275

| C1 | 25082 | 14.88 | 3.89 | 1169.36 | 3.34

St | C2 | 249.68 | 14.12 | 398 | 125559 | 3.20

| C3 | 25081 | 1577 | 3.83 | 1279.80 | 3.04

| C1 | 251.14 | 1596 | 3.80 | 111526 | 3.42

52 | C2 | 25022 | 1627 | 3.77 | 135322 | 2.80

| C3 | 25097 | 1571 | 3.83 | 1720.22 | 231

detects missing targets during the test. Participants are asked
to repeat the trials in a test condition if they miss the targets
more than 5% of the time.

We also conduct QoC evaluation for each test condition in
Table V. For this, the operator-side host runs the PI controller
code and the teleoperator-side host simulates step change.

C. Results and Discussions

Table VI summarizes the Fitts’ test results. Here, TP is com-
puted using the adjusted values of ID (ID.), A (A¢) and W
(W) for improved accuracy [44]. Figure 24 plots the varia-
tion of measured 7P and QoC across latency, jitter and packet
drops.

Discussions: Both TP and QoC tend to decrease when QoS
parameters such as latency, jitter or packet drops are higher.
However, for specific combinations and ranges of QoS set-
tings, TP is not sensitive to variations in QoS. For instance, 7P
remains almost constant when jitter varies from 0 ms to 6 ms
or when packet drop varies from 0% to 5%. The reason for this
behavior can be attributed to the following. The variations in
the QoS parameters at certain regions may have been masked
by experimental setting, e.g., use of specific A and W values
in Fitts’ test or the hardware in use (e.g., the use of 60 Hz
video display). Variations in these regions may also be unno-
ticeable to the operator due to human sensory limitations. QoC
on the other hand is capable of faithfully tracking changes in
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Fig. 24. TP and QoC across latency, jitter and packet-drops.

QoS parameters for all ranges and combinations experimented
with. Note that even if the operator’s experience is not affected
by minor variations in QoS, they can still be a cause of concern
in TCPS. For some settings, minor variations in QoS can result
in minor control-loop instabilities. Although such minor levels
of instabilities may be acceptable with some applications, that
may not be the case with critical applications like telesurgery
where even minor levels of instabilities can cause injuries to
patients.

Further, If we look at the QoC and TP variation with
latency, QoC exhibits a logarithmic behavior. QoC shoots
up when the latency is small. In other words, the differ-
ences are amplified when the latency is very small. This
characteristic is useful in differentiating the quality of dif-
ferent TCPS (and its components) having minor differences
in their QoS settings. Note that TCPS operate at very low
latencies.

IX. POTENTIAL LIMITATION OF QOC AS
AN INDICATOR OF CYBERSICKNESS

Specific to TCPS implementation, several works in the
literature have experimentally shown how higher latency,
jitter, and packet drops in the presence of high operator
dynamics can result in poor task performance and cyber-
sickness [45], [46], [56], [57]. Our proposed metric, QoC,
can help track end-to-end latency, jitter and packet drop in
a TCPS implementation and positional errors resulting from
fast operator dynamics (e.g., fast hand speeds). We show in
Section VII-D that there is a one-to-one correlation between
QoC and end-to-end latency, jitter, and packet drops of a
TCPS implementation. QoC deteriorates when latency, jit-
ter and packet drops are high and improves when they are
low. We also show in Section VII-E using real-traces from
a telesurgical dataset how QoC tracks positional errors in
tactile-visual control applications. For these reasons, we argue
that QoC is a good indicator of cybersickness in TCPS
implementations.

However, In TCPS, operator-side cybersickness depends
on several factors, not merely on the TCPS implemen-
tation alone. Cybersickness also depends on the type of
TCPS task and its duration, the complexity of the video
scenes, the operator’s experience, the type of human-computer
interface, and even the lighting condition in the room.
Cybersickness thus has many contributing factors, out of

which QoC tracks only factors specific to TCPS imple-
mentation, which we consider to be the main limitation
of QoC.

X. CONCLUSION

In this paper, we present an evaluation method and metric
for Tactile Cyber-Physical Systems. Our evaluation method
is based on step response analysis, a classic control-theoretic
method to evaluate closed-loop systems. Our metric, QoC,
is derived from the parameters of the resultant step response
curves and is demonstrated to detect increases in TCPS’s end-
to-end latency, jitter and packet drops, which are potential
factors for poor task performance and cybersickness. We com-
pare QoC of a TCPS with results from Fitts’ test, a popular
evaluation method for TCPS like systems. Although QoC and
output of Fitts’ test exhibit similar trends for different network
settings, we notice that, human visual receptions and subse-
quent reactions, which determine the outcome of Fitts’ test,
fail to notice the impact of small changes in network param-
eter values in certain ranges. These changes though minor
may be significant enough for critical TCPS applications, e.g.,
telesurgery. We see that QoC can capture these variations,
affirming its usefulness for TCPS evaluation.
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